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for our customers and partners, we have succeeded in 
living up to our claim of being a service provider that 
is as excellent as it is reliable. This unique blend of en-
trepreneurship and our strategic focus on the develop-
ment, integration, support and operation of complex 

security systems 
(both electronic and 
IT) in all domains 
has not only made 
it possible for us to 
realise our projects 
to the benefit of our 
customers, but it also 
plays a major role 
in the development 
of innovations and 
solutions to face 
numerous emerging 
challenges. 

I sincerely appreciate the opportunity that I have been 
given since the beginning of the year as the CEO of ESG 
to contribute not only to the continued development 
of our company but also to enabling those whose job 
it is to protect the security of every single one of us to 
fulfil their mission. 

I wish you pleasant reading, and stay well! 
Yours, Christoph Otten, CEO

Christoph Otten 
CEO of ESG Elektroniksystem- und  
Logistik-GmbH
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 I was very pleased to be returning to ESG and 
looked forward greatly to taking up my new position. 
And even since my return, I continue to look forward as 
much as I did before, if not more so. This is mainly thanks 
to the fantastic ESG team, all the colleagues at the com-
pany, who are just as highly motivated, goal-oriented 
and innovative as they always were in the way they take 
care of our customers’ needs. 
And of course, it is also thanks 
to the great potential that ESG 
displays for further develop-
ment in the market. 

ESG is ideally placed to orient 
itself in line with the key 
technological core defined 
by the Federal Government and is able to make a major 
contribution to increasing system capabilities within 
the construct of a German system house. Organisa-
tionally, we are very well placed, but our journey is 
far from over. Our vision and our new mission state-
ment, in conjunction with our stringent corporate 
strategy, place our goals precisely at the focus of what 
our customers can expect from us. Since I came to the 
company, we have undertaken extensive measures 
to increase our level of qualification in the context of 

PERSONAL INSIGHTS AND 
STRATEGIC OUTLOOKS
Interview with Christoph 
Otten, the new CEO of ESG 

CONSISTENTLY 
THINKING
from the customer's 
standpoint

large-scale projects in the field of drones, cybertech-
nology and information technology as well as sys-
tems integration. Against the background of all these 
ambitious plans, we of course also had the additional 
challenge of the coronavirus pandemic, which came 
about just after I took up my post as CEO and which I 
and the company as a whole now had to deal with, not 

least because several impor-
tant customer meetings had 
to be cancelled, including 
the Berlin Air Show. 

Moreover, several internal 
personal meetings and 
coordination talks could 
not take place as planned. 

In my opinion, video conferences are no substitute 
for personal contact. And yet this experience with the 
pandemic has taught us that we will in future have to 
become more crisis-resistant and sustainable, in the 
best sense of the word. I look forward very much to 
being at the helm of this necessary continuous change 
management process and to orienting our business 
activities even more consistently in line with the needs 
and requirements of our customers and partners, in 
keeping with the ‘ESG DNA’. 

Mr Otten, what was it like for you to return to 
your former domain?
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WE FACE OUR  
RESPONSIBILITIES
including all  
the risks

 At the beginning of the year, we developed our 
‘Five years down the road’ strategy, an OGSM model 
in which we describe where we see ourselves in five 
years time in terms of the most likely scenario, from 
the point of view of the customer (OGSM is a planning 
process and stands for ‘Objectives, Goals, Strategies, 
Measures’). It is quite clear to us that the companies 
of the security and defence industry (SDI) in Europe 
need to work together more closely in order to be seen 
throughout the sector as stronger and internationally 
unified. I anticipate continual consolidation of the SDI 
in Germany. On the one hand, it will be further stepped 
up, driven by the political framework conditions and as 
a consequence of the COVID-19 pandemic. On the other 
hand, it is a necessary must if we 
are seriously to pursue the goal 
of supplying our soldiers with 
gear and equipment punctu-
ally, at reasonable cost, and as 
demanded by each respective 
scenario's qualitative and mili-
tary needs. ESG will play its role 
in this process as an evolved systems integrator with 
a highly developed service portfolio. We are currently 
shaping our future by building a significant extension 
to our technology centre. Here, at the gates of the city 
of Munich, we are creating a further 250 high-tech jobs 
for highly qualified personnel, an essential step for us 
to continue developing our key technologies.

 ‘Innovation and Leadership in Aerospace’ was 
the overriding theme of the ILA. These themes are also 
highly relevant to ESG. Innovations to suit increasing-
ly complex aircraft and, in future, both manned and 
unmanned aircraft systems that will incorporate a high 
degree of networking have been the driving force 
behind ESG ever since its inception and are deeply 
rooted in the company. At the end of June we were 
honoured for the 8th time as one of the top innovators 
in  Germany. 

At the same time, when you assume the mantle of 
leader, you are also taking on overall system respon-
sibility, with all of the risks that this entails. But we 

are up to the challenge. Com-
ing from the field of aviation, 
we have amassed a profound 
knowledge of the industry’s 
systems over the decades. By 
making use of the ‘Luftfahrttech-
nischer Betrieb’ (aeronautical 
workshop) approved by the 

European Aviation Safety Agency (EASA), the German 
Federal Aviation Office and, since the inception of the 
military regulatory authority, the Aviation Authority of 
the Federal Armed Forces, we are presently oriented 
towards flight operations and are currently setting 
up a 'continuing airworthiness management organ-
isation’ (CAMO), which will be implemented before 
the end of the year. With this know-how, we intend 
to redouble our focus on the systems of the German 
Army and the German Navy, since we are well placed 
to make important contributions in these branches of 
the services too. With the recent rise of the ‘System of 
System’ concept, the oft-mentioned aspect of network-
ing might now finally become reality, even if it is nearly 
too late. In this context, we are also well-placed to 

make important contributions in the area of 'green IT’. 
It should not be forgotten – and I hear it talked about a 
lot in the environment of the BMVg – that not only are 
cyber-capable systems key when it comes to focusing 
the development of future skills, but the personal 
equipment used by soldiers is also of great importance 
in ensuring mission readiness and combat power. I can 
fully appreciate this. Therefore, we have significantly 
enhanced our position by creating sustainable con-
cepts and products to render future-proof such areas as 
field camp management and accommodation during 
deployment, which also includes making considerable 
improvements in hygiene standards for our soldiers. 
We originally intended to demonstrate our special and 
varied performance ability at the Berlin Air Show, as 
the national technology and innovation partner of the 
contracting authority and the aviation industry and to 
take the opportunity to strengthen our relations with 
our partners. In the future, we will also be attending 
other important international trade events in Europe 
to enable us to present our considerably enhanced and 
evolved portfolio.

What strategy will you be pursuing in the 
coming years with ESG and the ESG DEFENCE 
+ PUBLIC SECURITY division?

How many more trade events had to be 
cancelled in addition to the Berlin Air 
Show, and what is the significance of the 
international aviation exhibition to ESG?

INNOVATION  
AND LEADERSHIP
in aerospace
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A CRISIS DOESN’T JUST 
POINT OUT WHERE  
ACTION IS NEEDED,
it creates opportunities!

 I am a person who lives from personal dialogue, 
both professionally and in my private sphere. To 
use the modern expression, I need ‘face time’, both 
externally with customers and internally in my direct 
exchanges with my staff, who are the backbone of the 
ESG company. Although our excellent IT capability at 
ESG enables us to work relatively well on a mobile ba-
sis, for instance in home offices, there really is no sub-
stitute for genuine human encounters. Not only does a 
crisis show you where action needs to be taken, but it 
creates opportunities, and, as the company represent-
ative, I wish to take advantage of these. In a modern 
working environment, digital networking is essential. 
In recent years, our working lives and private lives have 
increasingly merged. Which is why we are currently 
considering how to create a win-win situation in the 
years to come by finding the right balance between 
working in the company and working at home.

accommodation during deployment, we have, in 
association with other SMEs in Germany, developed 
smart capability-oriented concepts and solutions for 
both light accommodation and so-called ‘Bw-Modul 
II’, which involve the technically complex equipping 
of container modules. In this area, we are particularly 

focused on networked operational com-
mand solutions using LTE- and 5G-ca-
pable communication systems, which 
can significantly enhance the troop 
digitalisation process. These examples 
already display an enormous breadth, 
which serves to demonstrate how ESG 
has expanded its core capabilities from 
its original specialism of aviation to 
incorporate a large proportion of skills 
relevant to the Federal Armed Forces. We 
are currently competing for more than 
50 concrete offers, all of which require 

qualified and highly sophisticated system integra-
tion solutions. We are convinced that we can deliver 
convincing solutions for the projects that the Federal 
Government have approved for implementation. ESG 
has always shown itself to be a reliable partner, even 
with complex and difficult projects undertaken for the 
contracting authority and industrial partners alike, and 
will continue to do so in future.

 To sum them up, I would say: long-term partner-
ships with customers, reliability and loyalty, a wide 
range of services, profound knowledge of the domain, 
outstanding understanding of the systems, expert 
knowledge, a great passion for technology, and – last 
but not least: the joy of joint success! What we are 
working on is an increase in agility and entrepreneur-
ship. We want to be even faster, more flexible and 
more operational, we want to improve our internal 
networking and offer our skills with maximum efficiency 
and effectiveness.

In a few words: What do you think are the 
characteristics that make ESG unique?

What do you miss the most as a result of the 
restrictions brought about by the pandemic?

 Like other such programmes, these programmes 
are closely associated with the key national technolo-
gies identified by the German government. If you take 
a look at ESG’s portfolio elements, you will immediate-
ly see that they are largely congruent. This means that 
not only are we particularly able to contribute in core 
areas, but we also see ourselves making 
a responsible contribution to these pro-
grammes’ success in association with the 
OEM/general contractor, suppliers and 
service providers. As a system integrator, 
we regard ourselves as the link between 
the OEM and the equipment industry that 
integrates products by developing a mis-
sion core in a network of ‘subsystems’, 
which is then placed into the target 
systems by the OEM. In this context, we 
can see ourselves participating in such 
fields as command and weapons control 
systems (CWCS), mission management and electron-
ic warfare/signals intelligence (EW/SIGINT) systems, 
which we would ideally place in the system architec-
ture of the platforms, whether in the air, on land or 
at sea. With that in mind, I would like to pick out two 
projects in particular. 

We are a cooperation partner of the German Future 
Combat Mission System consortium within the Future 
Combat Air System. Its goal is to assume joint responsi-
bility for the complex theme of networked sensor and 
effector operation within the FCAS network. This takes 
place in close industrial cooperation with weapons 
systems manufacturers and relevant electronics com-
panies in the participating countries. The work in the 
FCMS consortium will have the effect of consolidating 
the strong key technologies in German industry. It will 
also create a solid foundation for the development of 
flexible, networked, high-performance sensor/ effector 
solutions for current and future weapons systems 
in the European air forces. Regarding the subject of 

ESG is a medium-size company but it also 
increasingly assumes overall system 
responsibility. How is ESG positioning itself 
for any impending large-scale armed forces 
projects, such as FCAS, TLVS, and D-LBO etc.?

ESG IS A  
RELIABLE  
PARTNER
even with  
difficult  
projects
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FOR THE EIGHTH TIME 
ESG Honoured as  
Top Innovator 

The mentor of the TOP 100 list, Ranga Yogeshwar, was 
highly impressed by the excellent performance of the 
winning companies and emphasised the importance 
of innovation in a video message: “Germany needs a 
change of culture. We need to reset our priorities – and 
innovation should be at the top of the list.”

“As a company, ESG is consistently oriented towards 
innovation. The innovative climate, and by that I mean 
the breeding ground for innovation, is extremely 
impressive,” said innovation researcher Professor 
Nikolaus Franke, founder and chairman of the Institute 
for Entrepreneurship and Innovation of the Vienna 
University of Economics and Business and scientific 
director of the TOP 100 award, referring to ESG. 

Christoph Otten, the CEO of ESG, is delighted with 
winning the award yet again: “I am extremely proud 
of the wonderful achievement of the entire ESG team. 
With enormous team spirit, a great passion for the 
themes of the future, and considerable engineering 
professionalism, we work every single day to develop 
tailor-made, innovative solutions, services and prod-
ucts for our customers. The constructive feedback that 
we receive every time we take part in this competition 
confirms that we are on the right track and spurs us on 
in our journey of innovation for the benefit of our cus-
tomers and partners. In pursuit of our promise of per-
formance, we are currently expanding our corporate 
headquarters with the addition of a new technology 
centre, which will accommodate well over 200 new 
high-tech workplaces for developing the innovations 
of tomorrow.”

The video message can be viewed 
on ESG's YouTube channel

Once again, ESG has been awarded the TOP 100 quality seal for its outstanding  
innovative strength and excellent innovation management: 

ESG continues to be officially one of Germany’s TOP 100 
companies. After taking part in an extensive scientific 
selection process, the company impressed with its 
successful combination of excellent innovation man-
agement with a passion for technology. It is the eighth 
time that ESG has been selected as a Top Innovator!

TOP 100: THE COMPETITION

compamedia has been presenting the TOP 100 award 
to small and medium-sized companies since 1993, in 
recognition of outstanding innovative strength and 
extraordinary innovation success. Professor Nikolaus 
Franke has been the scientific director of the award 
since 2002. Professor Franke is the founder and director 
of the Institute for Entrepreneurship and Innovation at 
the Vienna University of Economics and Business. The 
mentor of the TOP 100 award is the science journalist, 
Ranga Yogeshwar. Its project partners are the Fraun-
hofer Society for the Promotion of Applied Research 
and the BVMW. Media partners covering the company 
comparison are manager magazin, impulse and W&V.

For more information please visit www.top100.de.

1

1   CEO Christoph Otten presenting the TOP 100 trophy at the company 
headquarters
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THINKING AND ACTING  
FROM THE CUSTOMER'S 
STANDPOINT
The enhanced structure of ESG 
DEFENCE + PUBLIC SECURITY

The strategic goal of ESG DEFENCE + PUBLIC SECURITY 
is to be the chosen partner of the contracting author-
ity, its main customer, the German Armed Forces 
(Bundes wehr), for the development, production, 
maintenance, support and operation of security- 
relevant systems, mission equipment, software and 
IT. The key foundation of this is that ESG, with all its 
know-how, knowledge of its domain, and innovative 
power, constantly adapts itself to its customers, who 
are themselves constantly developing – always has its 
eyes open and acts in line with its own methods and 
processes. 

To this end, ESG DEFENCE + PUBLIC SECURITY has adapted 
its structure and underlying processes to implement 
the tried and tested principle of ‘Structure follows 
strategy’ for the benefit of its customers and partners 
using the same responsible contact people. As a system 
house with four powerful divisions and separately con-
stituted aeronautical company/technical aeronautics 
operation, company development company according 
to EASA Part 21 J, and production and maintenance 
organisation according to EASA Part 21G/EASA Part 
145. ESG will from now on be developing, integrating, 
supporting and operating innovative services as well 
as tailor-made solutions and products for its customers 
and partners. 

Division 
IT & Communication

Production and  
maintenance  
organisation  
according to 

EASA Part 21 G  
and EASA Part 145

Division  
Air & Sea

Design organisation  
according to  

EASA Part 21 J

Division  
Products & Innovations

Aeronautical company/aeronautical 
workshop for aircraft and aeronautical 

equipment of the German Armed  Forces, 
with CoC Engineering Excellence

Division Logistics
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EVEN MORE FOCUSED  
ON CUSTOMER 
EXPECTATIONS 
esg-defencesecurity.com  
has a new look 

Over the summer, ESG modified its portfolio on its Internet site in 
the areas of security and defence in line with the ESG DEFENCE + 
PUBLIC SECURITY strategy, structure and organisation. With clear 
structures and significantly more images and messages to imme-
diately engage the attention of interested readers and accom-
pany them on their customer journey towards the technologies, 
projects and contacts they are looking for.
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CLOSER TO THE CUSTOMER 
ONCE AGAIN

Dialogue at a distance – ESG presents 
targeted information about current and 
future projects at its in-house exhibition

To raise our customers’ and partners’ awareness of our 
varied performance portfolio, the marketing team, 
ably supported by many specialist colleagues from the 
divisions, not only drew up the concept for an in-house 
exhibition but actually brought it to fruition, despite the 
ongoing corona pandemic and all the safety measures 
that it requires. This finally enabled us to welcome back 
visitors to our headquarters to take part in individual 
discussions and to experience the wide range of ESG's 
service spectrum, all in full compliance with prescribed 
and recommended social distancing rules and hygiene 
measures*. Not only were the guests impressed with 
the programme of presentations and lectures that were 
coordinated especially for their specific areas of activity, 
but they also showed considerable interest in the many 
other topics covered by of the in-house exhibition.

This thoroughly successful kick-off event shows that 
ESG has found an excellent way of presenting its range 
of special services, especially those in key future tech-
nologies and important (large-scale) programmes, to 
its customers and partners, with creativity, passion and 
agility, even if it is currently unable to employ tradi-
tional exhibition formats.

The ESG in-house exhibition is open over the com-
ing weeks to individual visitors from our group of 
customers and partners – always in compliance with 
all the necessary protective measures and official 
regulations.

1

2

1    Proven effective in use on 
multiple occasions: the modular 
drone detection and defence 
solution from ESG, GUARDION – 
for secure protection of military 
installations and critical infra-
structure such as airports  

2    Dr. Daniel Westhoff, head of the 
ESG Logistics Division, with the 
commander of the Bavarian 
State Command, Brigadier 
 Thomas Hambach, Christoph 
 Otten, CEO of ESG, and staff 
officers of the State Command 
(from left)*

After many cancelled exhibitions due to the coronavirus and weeks of stringent contact 
restrictions, the ESG team is now managing step by step to take a more active and personal 
approach to maintaining its excellent customer relations. 

*  Face masks were work at all times during the visits – for the purpose of these photos, the masks were briefly removed 
with the consent of the participants.
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1

Naturally, the ESG team is also taking this opportunity 
to inform its own personnel of the latest projects and 
topics of interest. 

The following exhibits, technical plans, projects and 
relevant topics will be on display until well into the 
autumn at the centre of the exhibition in the foyer and 
in the outdoor areas of the company headquarters:

1    Bundestag defence experts on a visit to ESG: Dr. Reinhard Brandl and Florian Hahn talking with Christoph 
Otten (from left).

2   Instruction in the control and situation centre for UAS

3   TakaMoS, the,ESG tactical camera monitoring system – all-round vision for increased safety in deployment

4     Christoph Otten welcomes member of the Bundestag Katrin Staffler to an exchange of information.

5    Major general (Ret.) Erich Staudacher, Vice President EMEA and General Manager AFCEA Europe (centre) 
wished to learn about the GUARDION (mobile) drone detection and defence solution

2

3

4 5

 » Control and situation centre for unmanned  
systems (UAS and Counter-UAS)

 » FCAS – FCMS consortium
 » Airborne operator console/mission tactical 

workstation for helicopters
 » TaKaMoS – tactical camera monitoring system
 » TARANIS guidance system
 » DACAS – digitally aided close air support
 » COBRA – counter battery radar
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1   Michael Pollner, ESG MOBILITY (second from left), presents the 
functions of the community distance marker. 

Bearing in mind our core competences of software 
development and overall system integration, we 
have been asking ourselves ever since the start of the 
coronavirus restrictions how we can contribute to a 
safe and orderly return to broad normality with the aid 
of technology and the skills we have in the fields of 
guidance information systems, sensory systems, data 
management and data analytics.

PREDICTIVE MODELS FOR DATA-DRIVEN DECISION 
MAKING BY CYOSS GmbH

In only a short space of time, the data analytics team 
from CYOSS GmbH, on behalf of the Bavarian state gov-
ernment, developed a complex model using available 
data obtained from, among other sources, the Robert 
Koch Institute, health departments and hospitals, 
to predict propagation dynamics and intensive care 
capacities in the cities and districts. These model-based 
forecasts have already made a valuable contribution 
by enabling data-driven decision making for those in 
positions of political responsibility during the corona-
virus crisis.

COMMUNITY DISTANCE MARKER BY ESG MOBILITY GmbH

AHA! In addition to complying with coughing and 
sneezing etiquette and other hygiene measures such 
as regular and thorough hand washing, the best way 
of reducing the risk of coronavirus infection is to main-
tain social distancing and wear a face mask.

The team from ESG Mobility developed its ‘community 
distance marker’ in a conscious effort to help people 
maintain the recommended social distance of 1.5 to 
2 metres. The technology and the concept on which it 
is based are as simple as they are innovative. A small 
pendant (measuring 70 mm x 50 mm x 22 mm) is 
equipped with an ultra-broadband transmitter and 
sensor that can be configured as required, which emits 
a signal when anybody wearing the same pendant 
comes within a distance of 1.5 or 2 metres. The brief 
audio signal, vibration alarm or flashing LEDs remind 
the wearer to keep his or her distance. When given out 
at entrances to shops, clinics, care homes, kindergar-
tens, schools, exhibition centres, football stadiums or 
other facilities, operators are able to provide optimum 
support in helping people adhere to social distanc-

ing rules. At the same time, it significantly enhances 
 people’s awareness of what the right distance be-
tween visitors is. 

On completing their visit, the community distance 
marker is returned at the exit, where it is disinfected 
and kept until it needs to be used again. 

ACTIVE DISTANCE MANAGEMENT AND DATA PROTECTION

From the point of view of data protection, the use of 
community distance markers is unobjectionable, as it 
is completely anonymous in use. It neither collects nor 
stores any personal data. 

Nevertheless, the concept of the community distance 
marker also enables active distance management, 
with fully anonymous evaluation of all instances 
in which the minimum distance rule is broken. This 
enables operators to optimise their hygiene concepts 
for future use in these facilities, particularly if they 
hold events. Not only does it provide the best possible 
protection of everyone present, it makes it possible 
to obtain an official permit for holding events with an 
audience.

The companies of the ESG group are characterised by their passion for technology, innovative 
power and profound know-how in the development, integration, operation and support of 
highly complex electronic and IT systems for a wide variety of public and industrial clients. 

1

FURTHER INFORMATION ABOUT THE 
COMMUNITY DISTANCE MARKER: 
esg-mobility.com/Corona_Abstand_Warner  

cdm@esg.de

Or call +49 89 92161 1815

WORKING AGAINST THE  
CORONAVIRUS PANDEMIC
With technologies and 
innovations by the ESG Group 
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AIRSPACE SECURITY FOR 
FIELD CAMP PROTECTION
ESG to supply drone defence 
system to the Bundeswehr 

GUARDION is a field-proven technology used by the 
German Armed Forces to protect against the dangers 
of small unmanned aircraft systems. 

The Federal Office of Bundeswehr Equipment, Infor-
mation Technology and In-Service Support (BAAINBw) 
awarded ESG the contract for the supply of five‘systems 
for the detection, classification/identification and  
defence against small unmanned aircraft systems’. 

The scope of delivery comprises five container-based 
GUARDION systems, which are conceived to enable 
early detection and provide effective defence against 
drones and thus to protect field camps in interna-
tional deployments; it is supplied primarily by ESG 
and its project partner, Hensoldt. The key technical 
components are the Hensoldt Xpeller system mod-
ules Spexer2000, 3D radars and Night Owl M camer-
as, R&S®ARDRONIS radio direction finders made by 
 GUARDION cooperation partner Rohde & Schwarz, and 
HP Wüst jammers.

As the main contractor, ESG is responsible for the over-
all system and performs the integration of the individ-
ual high-tech components together with its integra-

tion partner, M.Schall. ESG is also responsible for all 
data processing from the sensors using its proprietary 
core intelligence and also for displaying the intuitive 
situation picture using the TARANIS® military command 
and control system, also made by ESG.

Once again, this contract is a sign both of the faith 
placed by the contracting authority in the technical 
maturity of the system, proven both in the competitive 
procedure and in demanding trials, and of the trust in 
German industrial capability when it comes to provid-
ing high-performance overall systems and standalone 
technologies designed to provide the best possible 
protection against dangers to soldiers in challenging 
deployment scenarios.

Christoph Otten, CEO of ESG, emphasised the special 
importance of this project: “I am delighted that the 
BAAINBw has once again placed its faith in our per-
formance. Our drone defence team, together with its 
technological and cooperation partners, has designed 
yet another robust solution based on technologies 
that have proven their worth on multiple occasions 
and undergone consistent further enhancement. I am 
sure that it will also prove itself in hitherto untested 

scenarios and protect the lives of our forces and allies, 
thus making a valuable contribution to fulfilling the 
German Armed Forces' mission.” 

The GUARDION modular drone detection and defence 
solution from ESG together with its cooperation part-
ners Rohde & Schwarz and Diehl Defence, is scalable 
to individual deployments. It has been used to secure 
a number of major political events, such as the G20 

summit in Hamburg in 2017, a state visit by US Presi-
dent Obama in June 2016 and the G7 summit in Elmau 
in 2015, as well as the German Unity Day celebrations 
and the international aerospace exhibition ILA Berlin 
in 2018.

For further information on the GUARDION, please visit: 
www.drohnenabwehr.de
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MAKING THE BEST EVEN BETTER   
Increased range for COBRA 

COBRA enables the precise location of opposing 
artillery batteries over long distances. Unlike other 
surveillance systems, COBRA is able to monitor a large 
area continuously and in all weather conditions. With 
its high detection rate of up to 40 batteries in two 
minutes, it is able to gather intelligence quickly, even 
in high-intensity battle scenarios, which it then makes 
available to its own artillery via the ADLER command 
and weapon control system.

As part of a German-French cooperation coordinated 
by OCCAR, regular improvements are made to raise the 
battle value and to ensure its superiority for the future. 
The main purpose of the latest update, known as ‘New 
Threats Batch 2 (NTB2)’ is to increase the system’s 
range.

NEW THREATS BATCH 2

The need for an increased range stems among other 
things from the threat of long-range artillery rockets. 
France, in particular, has several COBRA systems sta-

tioned as part of the UN mission in Lebanon, to protect 
against the threat of Iranian-built rockets. The goal was 
therefore to increase COBRA's detection range for these 
long-range artillery rockets from its original 40 km to 
100 km. 

COBRA is equipped with one of the most modern AESA 
antennas, comprising an array of thousands of trans-
mitter and receiver modules plus electronic beam 
scanning. The frequency band used (C band) is optimal 
for the detection of artillery shells. This gives the COBRA 
hardware sufficient reserve capacity. The increased 
range was achieved solely through a modification to 
the software. Modification of the RADAR hardware 
was out of the question, as it would have involved a 
major intervention in the COBRA design, the cost of 
which would have been out of all proportion with the 
expected gains.

No matter how strong an artillery's fire is, it only attains real battle value 
through effective target surveillance. With COBRA, the German artillery 
continues to deploy the most powerful artillery detection radar in the 
world, and it is now about to become even better.
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1   to 4  Demonstrating the range increase of COBRA during 
firing tests on the Île du Levant (France)

5   COBRA during the Celtic Storm II. exercise

6   COBRA on the MAN SX 45 armoured transport vehicle.

2 3

INCREASED RANGE WITH BOOST PHASE TRACKING

For the NTB2 update, ESG Elektroniksystem- und 
 Logistik-GmbH developed the new V23 software 
version. The algorithms were 
significantly improved or re-
implemented to enable this 
increase in range, resulting 
in an optimised selection of 
waveforms, target tracking 
control, and processing of 
received radar data. 

In addition, there was a conflict of goals that had to be 
solved. The main priority in the deployment of COBRA 
remains the system’s performance ability when it 
comes to locating the position of conventional artil-
lery in high-intensity scenarios with a large number 
of guns firing. For such scenarios, it is recommended 
to employ a search grid oriented as closely as possible 
to the ground. Long-range artillery rockets, on the 

other hand, have a boost phase of several seconds, 
and unlike conventional artillery, they cross the search 
grid in a highly accelerated motion. For this reason, 
COBRA was until now not able to detect them reliably. 

However, the NTB2 update 
incorporates algorithms that 
were specially developed for 
target recognition and target 
tracking in the boost phase, 
known as boost phase track-
ing. This makes it possible to 
keep the search grid directed 
close to the ground and to 

preserve full performance in high-intensity scenar-
ios. At the same time, the algorithm was optimised 
to avoid false detection of, for instance, windmills or 
aircraft.

Retaining the COBRA hardware means, however, that 
there is a limit to the possible increase in range. A 
glance at the radar equation shows that a two-times 

FULL PERFORMANCE
in high intensity 
scenarios

increase in range requires a 16-times increase in 
power for the same radar echo area. The full range is 
attained above all with long-range artillery rockets, 
as the radar echo area they possess is of the neces-
sary magnitude. COBRA also benefits from the range 
increase when it comes to the detection of smaller 
missiles. However, in such cases, the effective range 
depends greatly on the aspect angle. The maximum 
attainable ranges for the detection of 155 mm missiles 
is therefore between 45 km and 65 km.

IMPLEMENTATION IN THE SQUAD AND OUTLOOK

Following a development and test phase lasting more 
than two years, the NTB2 update was implemented in 
the squad in the second half of 2019. This was preced-
ed by a several firing tests at Baumholder and on the 
French Mediterranean island of Île du Levant. The 
increased performance was successfully demonstrated 
with live ammunition in a variety of scenarios.

To ensure that COBRA remains the most powerful artil-
lery detection radar available, further improvements 
are planned for its impending mid-life upgrade. The 
aims of this upgrade include raising battle value and 
sustainability as well as improving the ability to main-
tain a supply of spare parts. A new generator is also 
planned, as are a new data processor, a new signal 
processor and further software improvements.

1  The COBRA reference system by ESG: ESG 01

2  + 3  COBRA in exercise deployment

1
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NEW SITUATIONAL  
AWARENESS IN LITHUANIA
Project ‘TARANIS® ADLER III’ 
achieves a milestone

In the course of linking up the Lithuanian artillery with its NATO partners, ESG also 
conducted the acceptance of the first converted armoured personnel carrier. 

In April of last year, the NATO Support and Procurement 
Agency, NSPA, on behalf of the Lithuanian defence 
ministry, entrusted ESG with the delivery and integra-
tion of the new command & control system (C2 System) 
for the Lithuanian artillery. In so doing, the Lithuanian 
army is systematically expanding its indirect fire ca-
pabilities, including introducing artillery systems into 
the new generation of Lithuanian forces. Control and 
monitoring of the artillery systems required a modern 
C2 system that can interact with the C2 systems of other 
NATO partners, in order to secure effective functioning 
among the joint forces. 

Since taking on the contract in 2019, ESG has per-
formed the role of general contractor and is therefore 
responsible for the procurement and integration of all 
the necessary IT components as well as the conversion 
of all combat vehicles and the specific modification 
of the TARANIS® ADLER III for the use of the Lithuani-
an army (including language. ballistics, ammunition 
types, meteorological systems, equipping of the Tacti-
cal Air Control Party (TACP) and Forward Observer (FO)).

TARANIS® ADLER III enables the display of a particular 
situation picture and ensures interoperability with 
further C2 and command systems – its core elements 
are the ESG Information Mediation Service (IMS) and 
the Tactical Situation Service.

The ESG IMS is a standalone service that ensures collab-
oration between different command systems using in-
ternational interfaces and special proprietary, national 
solutions. This makes it possible to connect multiple 
nations at the same time through varying standards, 
thus creating a shared situation picture.

Despite the restrictions and regulations that everyone 
involved in the project in Lithuania and Germany cur-
rently has to comply with in view of the COVID-19 pan-
demic, the project team succeeded in conducting the 
acceptance of the first five converted M577 armoured 
personnel carriers as planned. Within the acceptance 
procedure, communication between the radio devices 
to be used in Lithuania was also successfully demon-
strated. 

This latest milestone is even more proof of the special 
supply and performance ability of the ESG team and 
serves to enhance its clients’ trust in ESG. 
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MISSION SYSTEMS FOR THE 
FEDERAL POLICE FORCE
New helicopters with ESG 
on board 

ESG successfully integrates new mission management 
systems into the EC135, AS332 and EC155 helicopters 
for the Federal Police Force. 

Following the successful integration 
of the new Mission Management 
System into the EC135, AS332 and 
EC155 helicopters for the Federal Po-
lice Force, ESG has supplied the first 
system to its customers, and further 
deliveries are to follow in 2020.

The new deployment system serves to expand the ca-
pabilities of the Federal Police in terms of surveillance, 
reconnaissance, border control, anti-terrorism, and sea 
rescue. 

The mission systems can be de-
ployed in all three helicopter models 
to reduce the costs of training and 
spare parts. 

The heart of the mission systems is 
the PTANG Operator Workstation (new 
generation police tactical work-
station), developed by ESG, which 

allows the mission operator to operate all linked 
systems. The workstation was specially developed to 
meet the ergonomic requirements of the operator in a 
wide range of mission scenarios. 

The „ESGMM“ Mission Management System supports 
the operator in merging map data, terrain models, 
real time videos and databases with georeferenced 
objects. The ESGMM has a variety of powerful interfaces 
with avionics systems such as EOS (electro-optical sys-
tem), AIS (automated identification system), HD (high 
definition) video downlink, intercom, cockpit MFDs, 
GPS, radar altimeter and FMS. ESG has integrated the 
new ARGOS-II HD as an EOS.

MORE VARIED  
DEPLOYMENT  
OPTIONS
at lower cost

BELL AND ESG  
announce cooperation 
agreement
ESG integrates Mission Management System for 
helicopters in a Bell 429 as a law enforcement and 
surveillance demonstrator.

In late September, Bell Textron Inc., a Textron Inc. 
company (NYSE: TXT), announced a collaboration 
agreement with ESG to install its Mission Management 
System in a Bell 429 to serve as a law enforcement and 
surveillance demonstrator. The new demonstrator will 
be used to showcase and demonstrate the helicopter’s 
capabilities in Europe and all over the world.

“The Bell 429 is certified according to the latest stand-
ards in its class, while we also offer market-leading 
customer support. It therefore only made sense to 
team up with a top German technology company such 
as ESG,” said Duncan Van De Velde, managing director 
for Europe & Russia. “Bell and ESG are working towards 
the joint goal of providing the best solution to its cus-
tomers in the police as well as in public authorities and 
organisations with security responsibilities (‘BOS’).” For 
this reason, they will both be cooperating intensively 
in future to present this offering using the new demon-
strator.”

“We are very pleased about this targeted cooperation 
with Bell,” said Daniel Högemann, project manager for 
mission equipment at ESG. “We are convinced that the 
combination of our Mission Management System with 
the extremely reliable Bell 429 helicopter represents 
an ideal solution for highly complex police and security 
deployments.”

Under the cooperation between Bell and ESG, custom-
ers will have the option to purchase the ESG Mission 
Management System with their new helicopter directly 
from Bell.

With more than 400 Bell 429s in use around the globe 
and 100 located in Europe, the aircraft has proven to 
be one the most successful light twin helicopters on 
the market since its certification in 2009.   

BENEFITS TO THE END USER AND FUNCTIONS OF THE 
ESG MISSION MANAGEMENT SYSTEM:

 » Intuitive touchscreen graphical user interface
 » Tactical video overlay (TaViO) – augmented  

reality functions in real time
 » Digital moving map with numerous overlay 

functions
 » Individually adjustable map formats
 » Geopointing of EO/IR or searchlight systems
 » Import and export of mission data
 » Ground station for mission preparation and 

 follow-up

Bell 429 is a proven system that is used by leading 
law enforcement agencies and for search and res-
cue missions together with customers in Europe and 
around the world. For police and security missions, the 
surveillance system is one of the most important pieces 
of equipment on the helicopter. In order to successfully 
perform the mission, the customer must have confi-
dence at all times in the system’s ability to perform in 
an emergency situation. The ESG Mission Management 
System has set new standards by integrating the latest 
mission technology equipment for police and security 
surveillance use. Among other things, it combines a 
robust and powerful HD mission computer with spe-
cially developed mission management software and 
extended video functionality. 
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TOTAL COMMITMENT TO  
THE MEDICAL SERVICE
ESG expands its service  
portfolio  

This is amply demonstrated by our wide-ranging 
activities in the field of technical and logistical sup-
port and years of success and responsibility reflected 
in our efficient and effective running of the Federal 
Warehouse of the Air Force (BEL) and the Central Armed 
Forces Spare Parts Logistics (ZEBEL). In this way, with 
its tailored solutions and custom services, ESG works 
to enhance the operational readiness and successful 
mission completion of our armed forces. In the course 
of several individual projects that have enjoyed years 
of success, the ESG team has been able to gradually 
expand its specific skills and competences to the med-
ical service, with the result that they have now been 
merged into a separate service portfolio for future 
procurement and support projects of the Bundeswehr 
medical service. 

ESG’s strategic goal is to develop its already excellent 
cooperation, to provide support for the medical service 
from a single source, and to bring together previously 
identified synergies and interesting skills potential.

As a partner of the medical services, ESG stands for:

 » Performance and overall responsibility in support 
of medical service activities, including the techni-
cal and logistical support of logistics systems and 
medical products;

 » Alignment of commercial services with military and 
medical needs; 

 » Incorporation and integration of further skilled, 
reliable and highly specialised technology and 
product partners and services, including deploy-
ment-ready overall solutions; 

 » Comprehensive expertise in the fields of medical 
services, logistics, and engineering & IT, including 
in-house research and development of tailored 
solutions; 

 » Logistical innovator and integrator in material & 
product life cycle management;  

 » Technology and innovation partner for industry and 
public sector clients, such as the Federal Office of 
Bundeswehr Equipment, Information Technology 
and In-Service Support, the Joint Medical Service, 
and the Bundeswehr Office for Defence Planning.

Our commitment focuses on supporting the medical 
service in its endeavours to protect, preserve and re-
store the health of military personnel. In this way, ESG 
DEFENCE + PUBLIC SECURITY contributes to maintaining 
and increasing the operational readiness of the medi-
cal service for its varied challenges with tailored solu-
tions and services – from medical and military pharma-
cy supplies to armaments projects. At the service of the 

customer is a powerful team with medical and logistics 
training/qualifications, operational and armed services 
experience, and many years of project experience in 
medical and logistics projects.

References
 » HPE-STAR study: Biomonitoring for smart clothing
 » Simulation-based analysis of the rescue chain
 » Feasibility study of Role 2B – protected highly mobile
 » SASPF logistical master data processing for medical supplies
 » Technical-logistical support of modular medical facilities
 » Development of MedEvac conversion kit

For years now, the staff at ESG have been demonstrating their comprehensive and profound  
expertise in all questions of military logistics through their competence in project management. 
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SIMULATION AS A REMEDY
The new approach to 
efficient rescue chains 
No more relying on gut feelings, it’s time for data- 
based decision support and resource planning:  
Logistical simulation in the Bundeswehr medical service

As part of the study entitled ‘Simulation-based analysis 
of the rescue chain’, ESG Elektroniksystem- und Logis-
tik-GmbH has developed an approach that examines 
the robustness and sustainability of the processes 
in a given scenario, in association with Bundeswehr 
University Munich. The purpose of the study is to devise 
solutions for planning medical capabilities and proce-
dures, either as the sole skill source or in combination 
with allied nations on the basis of national medical 
service capability elements.

1   Complex issues displayed in the simulation to enable reliable  
analysis, variation and evaluation.

Modelling is based on the procedural model in the 
‘Guide to Simulation-Aided Analyses’. In this model, 
various phases, including verification and validation 
(plausibility testing), are executed iteratively with the 
aim of deriving findings by experiment. This results in 
a simulation-based view of the effect of the various 
medical service elements and proce-
dures in the rescue chain.

The key question in this context is: 
When has the rescue chain reached its 
achievable capacity limit (incidence 
of wounded/sick in a particular oper-
ational environment) with regard to 
requirements that may yet potentially 
evolve? Necessary static parameters are taken into con-
sideration in relation to the factors of time, scenario/
intensity and process (dynamic parameters). Parame-
ters in the simulation include the number of soldiers 
on the battlefield, injury/sickness patterns, treatment/
operation times of individual injury/sickness patterns, 
care periods/lethal periods or transport times and 
capacities for injured and sick. The question is consid-
ered as to whether the currently planned capabilities 
and procedures are sufficient or whether they need to 
be modified.

In this way, it is possible to display, vary and evaluate 
complex issues and relations as best or worst cases, 
in a manner that is quick, reliable, and tailored to 
mission, without high control expenditure. This not 
only serves to support the decision by way of facts and 
figures (no more relying on gut feelings) but also to 

increase prognosis ability. Particu-
larly in view of possible changes in 
framework conditions (e.g. changes 
to structures, process, and deploy-
ment regulations) as well as limited 
personnel resources, logistical simu-
lation can be a valuable management 
tool for the armed forces. 

For further information about logistical simulation  
and the ESG’s logistics portfolio, please go to 
logistik.esg.de or send an e-mail to sanitaet@esg.de

1

FACTS AND  
FIGURES
instead of  
a gut feeling
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INTEGRATION OF SECURITY IN 
AN EMBEDDED ENVIRONMENT
Typical mistakes, challenges, 
errors and problems

Aviation has always been reliant on strict compliance 
with functional safety. The increase in connectivity 
has resulted in data security playing an increasingly 
important role. One particular reason for this is that 
security problems arising through the digitalisation 
and interconnection of systems can very quickly be-
come a safety problem.

The hardening of embedded devices against cyber 
attacks relies on the consistent implementation of 
requirements both in software and in development 
processes. It is not uncommon for known errors to be 
made multiple times and by different people, which 
weakens the security of the product. The product then 
enters circulation even though it may have weaknesses 
that cannot be remedied retrospectively. 

We would like to present two possible stumbling 
blocks. One stumbling block is represented by a typical  
 statement of the manufacturer  or developer, which 
needs to be  questioned !

A strict separation is maintained between safety and 
security to avoid conflicts. “The update cycles for 
security are very high, and the approval tests for safety 
take very long. If we separate the two, we avoid the 
problem.” If you separate out the development of the 
safety and the security components and develop the 
safety components according to these criteria, they 
will be the weak point of the entire system. Functional 
safety protects people from the system, while security 
protects the system from people. Just as contrary are 
the requirements that result from safety and security.

Our recommendation: The stakeholders of safety and 
security should enter into a constructive exchange 
right from the start of development and be open to 
dialogue. Only in this way will it be possible to define 
and implement suitable requirements. Neither has 
safety priority over security nor vice versa. Only a dia-
logue with the stakeholders of both domains can save 
this conflict from the mire of conflicting objectives.

 “We have made a strict separation between the development of safety  
 and security”  
 And how does the hardening of the safety-relevant functions take place? 

 “We back state-of-the-art crypto-algorithms!“  
 But are they implemented correctly? 

In general, no proprietary crypto algorithms should be 
developed and integrated. There is usually a lack of 
the kind of technical expertise that is needed to de-
sign them securely, so the use of publicly recognised 
algorithms is the better choice. Such a crypto library is 
already protected from known attacks, and newly found 
weak points are quickly locked out of a crypto library by 
the manufacturer. However, crypto algorithms and their 
implementations both have to be used correctly. The 
mere employment of certain procedures to secure the 
authenticity of data or encrypting communication says 
nothing about whether the product is safe once it has 
been produced. In many cases, the implementation has 
defects or it has conceptually not been properly thought 
through. For example, the encryption of data to store a 

write-protect in the persistent memory (e.g. Flash) is not 
a suitable way of realising a write protection for data. 
Or, the use of crypto algorithms in software without 
the integration of a hardware security module is an 
easy hurdle for an attacker to overcome. In most cases, 
relevant keys can be extracted by employing reverse 
engineering, trust anchors replaced by manipulating the 
firmware, and trust chains compromised. Neither is the 
obfuscation of codes to conceal keys a cure-all.

Recommendation: Only with tenable concepts is 
it possible to create as hard an implementation as 
possible and thus achieve an effective level of crypto 
functionality. For this purpose, it is necessary to pursue 
an approach of security by design.

As can be seen from these two stumbling blocks, only 
the combination of comprehensive security measures 
along the entire V model can enable the necessary and 
required degree of security. You can discover which 
stumbling blocks still exist and how this knowledge 
can bring us to a state in which airborne weapons sys-

tems, transport aircraft, and even delivery drones can 
be truly safe by arranging a personal consultation with 
our cyber security and IT security experts. 

For further information, please visit: www.cyoss.de
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INVESTING FOR THE FUTURE 
IN PEOPLE AND TECHNOLOGY
Extension of the head  
office building is going 
largely to plan 

Less than a year ago, construction work began on the 
extension to the ESG head office building in Fürsten-
feldbruck. From originally five multi-storey blocks 
accommodating around 800 workplaces, laborato-
ries, conference and meeting rooms, there will soon 
be six. 

In addition, a new storey is being added to one of the 
existing blocks and the underground car park extend-
ed. By the end of the year, there will be room for an 
additional 220 high-tech workplaces, along with com-
munication and conference areas, laboratory space 
and a technology centre equipped for live virtual and 
constructive training and simulation as well as demon-
strators and experiment carriers. 

Not least thanks to the excellent planning and out-
standing, trustful cooperations with all those involved 
in the project, it was still possible to complete all build-
ing phases largely on schedule, despite the huge un-
foreseen challenges arising from restrictions stemming 
from the coronavirus pandemic. The entire team is thus 
confident that this complex project can still be com-
pleted by the end of the year and that we will soon be 
sowing new seeds of innovation in the new building. 

The extension of the head office underlines the success 
of ESG’s corporate strategy, which is based consist-
ently on sustainable and profitable growth along with 
targeted investment in the innovative power of our 
highly qualified and committed employees. 

1  – 4   From the original idea to the final straight of its realisation – 
the extension is progressing largely on schedule.

2
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