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1 Abstract

The topic of  “Open Source Intelligence” (OSINT) 
is currently receiving unprecedented attention. 
Yet fundamental scientific publications that 
comprehensively penetrate the intelligence discipline 
are still missing. This paper aims to address this 
opacity of the topic and provides in-depth insights 
into the foundations of OSINT. To this end, the paper 
discusses the evolutionary stages of OSINT, examines 
the terms “Open Source Data” (OSD) and “Open Source 
Information” (OSINF), reveals the distinction between 
OSINT and the other “intelligence gathering disciplines” 
and outlines the phases of intelligence creation based 
on the “Intelligence Cycle”.

2 Introduction

OSINT is currently a more frequently discussed topic than 
ever before. Gaining knowledge from data available to 
the public [1] has been irrefutably important since the 
Russian invasion of Ukraine in 2022 at the latest. Real-
time analysis, especially of social media, has revealed 
highly relevant intelligence on smartphone videos 
and posts in this context [2,3]. Such information is, in 
turn, adopted by other countries to help shape public 
opinion around the world [2] or is utilized by research 
collectives such as Bellingcat [4] for investigative 
journalism. However, the term OSINT is also omnipresent 
beyond the Ukrainian-Russian war. It can, for instance, 
also be encountered in relation to the “Panama Papers” 
[5,6], which embody the biggest information leak in 
history [7,8]. Data journalists, who are consulted as 
OSINT experts for verification work, have established 
themselves as indispensable in this regard [5].

Nevertheless, OSINT is not a new concept, but dates 
back long before the emergence and use of the internet 
[9,10]. It is one of the oldest intelligence disciplines of 
all [11]. Despite numerous attempts to define OSINT or 
develop standardized frameworks [cf. e.g., 12–14], the 
concept of (intelligent) analysis remains controversial 

in the relevant literature to this day [15–17]. This is not 
least due to the fact that every definition of OSINT is 
subject to advances in computer and data science, which 
continuously produce improvements in (intelligent) 
collection and analysis possibilities [16,17]. In addition, 
technological progress is accompanied by numerous 
new open means of communication, which have 
caused a veritable “information explosion” [14,1,12]. 
This, in turn, requires the continuous generation of 
new verification and assignment mechanisms [18,1]. 
Along with this, the developments of the 21st century 
have provoked numerous debates about whether 
and how OSINT should be distinguished from the 
related, classified intelligence gathering disciplines 
[17,3]. Technologies originally reserved for defense 
and intelligence agencies are now accessible to the 
general public, primarily via the internet [12,17]. As a 
result, the understanding of intelligence has changed 
completely [19]. Previous definitions of OSINT should 
therefore always be viewed in their historical context 
[17]. Moreover, the increasing speed of development 
makes it almost impossible to give predictions about 
the future shape of OSINT and its consequences [20]. 
Thereby, not only individuals and organizations are 
affected, but also society as a whole [16]. 

To date, however, there has been a lack of decisive 
fundamental scientific publications to penetrate the 
opacity of the subject area [21]. In order to address 
these problems and create a solid knowledge base 
as well as systematically explore the research field 
of OSINT more in depth, this paper first provides a 
comprehensive review of the relevant definitions over 
the course of history. In addition, the terms OSD, OSINF 
and “intelligence”, which are directly linked to the 
definition of OSINT, are explained in more detail to gain 
a comprehensive understanding [22]. Furthermore, 
the distinction between OSINT and other intelligence 
gathering disciplines is discussed and the phases of 
intelligence creation are presented by means of the 
Intelligence Cycle.
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3 Evolution of Open Source  
Intelligence (OSINT)

In light of the historical background, OSINT can be 
divided into three “generations”. These run through 
history in a wave-like pattern (see Fig. 1), corresponding 
to the ascending and descending importance of the 
topic [17].

3.1 First Generation Open Source  
Intelligence (OSINT)

Although the terminology OSINT is modern, its 
techniques date back far before the internet [3,22,23,9]. 
The collection of information from public, unclassified, 
legally accessible sources is thus as traditional [3] as 
any other intelligence practice [11,10]. It originated 
in Great Britain in 1939 (some sources even point 
back to its origins as far as the 16th century, starting 
independently in various countries [24]). The British 
government commissioned the “British Broadcasting 
Corporation” (BBC) to investigate and summarize 
foreign print media and radio, which were becoming 
increasingly important at the time. A compilation 
was published in the form of the “Digest of Foreign 

Broadcasts”, known today as “BBC Monitoring” [25,10]. 
In 1941, with the founding of the “Foreign Broadcast 
Monitoring Service” (FBMS), the first official OSINT 
facility followed in the US. Its task was to monitor, filter, 
transcribe, translate and archive news and information 
from (foreign) media sources [9,26,10,17]. Just one 
year later, in 1942, when the US entered the Second 
World War, the “Office of Strategic Services” (OSS) was 
founded [27,10]. With this, the foundation was laid 
for modern intelligence research and analysis as well 
as the future Central Intelligence Agency (CIA) [27]. In 
this initial phase of OSINT, also referred to as the “first 
generation” or “first level” of OSINT, the focus was on 
the physical collection of publicly available information 
material. The subsequent evaluation and analysis of 
it was purely manual [19,16,28,17]. The focus of the 
activity was thus on the ability of an analyst to find 
and coordinate relevant information and to assemble 
it into a meaningful whole in a transparent manner 
[28,9]. This type of classic OSINT reached its peak during 
the Cold War and became an established intelligence 
gathering discipline during its course. [11,19,10]. In 
1948, this led to an official cooperation between the 
BBC and the “Foreign Broadcast Intelligence Service” 
(FBIS), previously known as FBMS [26], with the aim 

1st generation 2nd generation 3rd generation

Manual OSINT: The focus is on the physical gathering of publicly 
available (foreign) information materials and data followed by the 
manual evaluation of these through an analyst.

Digital OSINT: In connection with the 
information and communication  
technology advances of the internet,  
the focus is on the evaluation of 
dynamic, user-generated content of 
Web 2.0.

Automated OSINT: Development of a 
robust, self-managing solution based on 
the technological achievements associa-
ted with Web 3.0?
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Fig.1: OSINT generations as well as influences and events over time/ Source: Own illustration, design based on Williams and Blum [17]
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of avoiding duplication of work [10]. In the years that 
followed, OSINT spread to other countries on both sides 
of the Iron Curtain. The “East German Ministry for State 
Security” (MfS), for example, analyzed around 1,000 
Western magazines and 100 books every month and 
summarized more than 100 newspapers and 12 hours 
of West German radio and television broadcasts every 
day [10].

Despite the successes achieved by the FBIS, such as 
the first indications of a withdrawal of Soviet missiles 
from Cuba [11,17], the end of the Cold War was 
followed by drastic budget cuts for the institution. The 
first-generation OSINT movement gradually came to 
a standstill [17]. The bias of the intelligence services 
towards the information content of public sources, 
combined with the mistake from earlier times of 
valuing only secrets as intelligence [29], prevailed 
[19,23,10,18,17].

Things started to change again with the increasing 
volume of information in the 1990s. The invention of 
the internet finally led to a fundamental information 
revolution [16,22,30,10], which resulted in a shift 
towards the modern information society. Information 
took on new technological, social and economic 
roles that had an enormous influence on every 
aspect of daily life [10]. This was accompanied by an 
increasing flood of information and ever more efficient 
technologies in the fields of computer science, data 
science and statistics. As a result, the collection and 
analysis of data and information became much simpler 
[19,16,22]. Traditional intelligence principles were 
thus fundamentally revised in a single stroke. With the 
introduction of modern information systems, a large 
part of the sources and techniques that were previously 
only available to secret services were now progressively 
accessible to the general public [23]. This finally led 
the “United States Intelligence Community” (IC) to the 
realization that a fundamental structural reform was 
necessary in order to continue to meet the increasingly 
dynamic information requirements and channels 
[19,30,17]. The term OSINT found its way into the 
literature [3]. The term was initially coined by US military 
intelligence, which officially listed public sources as the 
basis for information procurement for the first time in 
1992 as part of the “Intelligence Reorganization Act” 
[31,30]. Following this, the “Community Open Source 

Program Office” (COSPO) was established in 1994 with 
the aim of controlling the use of public information by 
the IC. However, keeping pace with the rapid increase 
in available information and the growing importance 
of OSINT was not possible, as the attacks of September 
11, 2001 revealed [29]. “09/11” proved to be a turning 
point for the development of OSINT [11]. In the same 
year, the “North Atlantic Treaty Organization” (NATO) 
[22] published a handbook on OSINT in an attempt 
to introduce a uniform framework. In doing so, NATO 
released one of the first and still frequently referenced 
definitions [cf. 1]:
 

“Open Source Intelligence (OSINT) is information 
that has been deliberately discovered, 
discriminated, distilled, and disseminated to 
a select audience, generally the commander 
and their immediate staff, in order to address 
a specific question. OSINT, in other words, 
applies the proven process of intelligence 
to the broad diversity of open sources of 
information, and creates intelligence.” [22]

In this process, NATO [22] also subdivided OSINT for the 
first time into the other consecutive components OSD 
and OSIF (see Fig. 2). 

3.2 Second Generation Open Source 
Intelligence (OSINT) 

On the advice of the 9/11 Commission, the “Open Source 
Center” (OSC) was established in 2005, incorporating 
the FBIS [31,10,30]. The establishment of the OSC as the 
leading OSINT institution of the US government marks 
the beginning of the “second generation” of OSINT. 
Driven by the further development of the internet into 
Web 2.0 and the associated advances in information and 
communication technology, the term “Digital OSINT” 
is also used in this context [16,18,17]. The associated 
dynamic websites and the emergence of decentralized 
user-generated content, e.g. through the development 
of social networks or the “Internet of Things” (IoT), have 
turned OSINT into an increasingly complex discipline 
[32,20,33,17]. In 2006, the ‘’Defense Strategy for 
Open-Source Intelligence’’ was subsequently adopted 
to further expand OSINT under the US Department of 
Defense [11,29]. In addition, a new working definition 
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for OSINT was passed as part of the “Congress Defense 
Authorization Act”:

“Open-source intelligence (OSINT) is intelligence 
that is produced from publicly available 
information and is collected, exploited, and 
disseminated in a timely manner to an appropriate 
audience for the purpose of addressing 
a specific intelligence requirement.” [30]

In 2011, this definition was adopted by the Office of the 
Director of National Intelligence (DNI) and expanded by 
the last sentence “OSINT draws from a wide variety of 
information and sources” [34]. With this, he underlined 
the growing flood of information, often referred to as 
“big data” [33,3,14]. The increasing flood of data also 
led to approaches to further subdivide the definition of 
OSINT based on the sources predominantly involved in 
a research process. In this manner, information derived 
from social media, for example, is also referred to by 
the acronym “Social Media Intelligence” (SOCMINT) [35–
37]. A definition that is very similar to the previous one 
was also adopted by the Joint Chiefs of Staff of the U.S. 
Army (JCS): 

Derived from the systematic collection, 
processing, and analysis of publicly available 
information in response to known or anticipated 
intelligence requirements. Also called OSINT.” [38]

Similar definitions can also be found in Germany. The 
online glossary of the „German Domestic Intelligence 
Services”, for example, states:  

„Open Source Intelligence (OSINT) bezeichnet die 
Informationsgewinnung aus offenen Quellen. 
OSINT-Maßnahmen sind das Monitoring von 
Internetseiten, aber auch die gezielte Recherche 
nach sämtlichen öffentlich zugänglichen 
Informationen zu einer Zielperson. […].”[39]

In translation, this can be understood as follows: “Open 
Source Intelligence (OSINT) refers to the gathering of 
information from open sources. OSINT methods include 
the monitoring of websites, but also targeted research 
for all publicly available information on a target 
person.”

3.3 Third Generation Open Source 
Intelligence (OSINT) 

The definition of second-generation OSINT is thus slowly 
becoming established in the literature and appears to be 
asserting itself as a recognized intelligence gathering 
discipline. In 2015, for example, the OSC was renamed 
the “Open Source Enterprise” (OSE) and incorporated 
directly into the CIA under the new Directorate for 
Digital Innovation [40]. The internet, on the other 
hand, is already undergoing a new transformation 

Open Source Data
(OSD)

Open/Public  
Sources

Open Source  
Information

(OSINF)

Open Source  
Intelligence

(OSINT)

Collection

Processing and 
exploitation

Analysis and 
Production

Fig.2: Open Source Intelligence Funnel
Source: Own Ilustration, design based on JCS [38]
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towards Web 3.0, which could herald a new generation 
of OSINT based on its history [17]. Web 3.0 is to be 
understood as a “semantic” web, which encompasses 
the direct and indirect machine processing of data 
through to artificial intelligence. Developing OSINT into 
a robust, self-managing solution and fully automating 
the process from data collection to analysis is thus 
moving to the foreground [9,13]. However, it is no 
longer seen as a purely governmental matter. Private 
research institutions and organizations outside the 
security and defense sector [41,29] are also massively 
driving the development of such systems, e.g. for 
competitive analysis or marketing activities [32,19,16]. 
In the current literature, it is therefore possible to find 
definitions that are not specifically tailored to security 
authorities. Dokman and Ivanjko [19] refer in their 
definition, for instance, as recipients to target groups 
and beneficiaries in general: 

“Open Source Intelligence (OSINT) is an intelligence 
product which has been processed, analysed and 
obtained from the publicly available information. 
It should be actionable and disseminated in a 
timely manner to the appropriate audience. 
Open source intelligence transfers specific 
knowledge to beneficiaries for them to use it in 
their actions and the decision-making process.“   

4 Open Source Data (OSD)

The starting point for all OSINT activities is data. Data 
forms the basis of the analysis and the conclusions 
derived from it [36]. An inevitable rule applies in this 
regard, namely that a decision support system can only 
ever be as good as the data set used [42]. In this context, 
OSD refers to unprocessed [1], general raw data that 
is openly available [11] and can be accessed legally 
and in an ethical manner [10,22]. In practice, sources 
whose access requires additional effort [41] or must 
be acquired commercially [17,22,38] are not excluded. 
At the same time, however, the addition “legally and 
ethically acceptable” implies that not all publicly 
accessible data should automatically be treated as OSD 
[31,10].

A major difficulty in determining which data and sources 
are to be summarized under OSD in detail lies in the 
ongoing technological developments. Improved data 

storage and transmission technologies, such as 5G data 
networks and cloud technologies, as well as search 
engines [28] make it possible to produce, research, store 
and exchange historically unprecedented amounts of 
data [18]. They also give rise to the rapidly changing 
nature of sources. As a result, the terminology used 
in existing attempts at classification and subdivision 
is often too narrow [17]. A clear classification has 
therefore not yet been conclusively clarified [17]. Just 
as unclear as the detailed classification of sources 
and data are the directly associated legal and ethical 
issues [43,16,18]. The borderline between public and 
classified sources is thus extremely blurred [23]. In 
addition, the accessibility and evaluation of the data as 
well as the use of the information obtained have not 
yet been clearly defined by law [43,13].

5 Open Source Information (OSINF)

OSD is of little use on its own and only becomes relevant 
to intelligence when combined [17]. The veritable 
explosion of data in recent years has made this task a 
real challenge in terms of “junk” content, misleading 
information and false information it may contain 
[18,19]. Before intelligence can be extracted, the data 
must therefore first undergo a preparation process 
that includes a certain amount of filtering, validation 
and summarization [1,22]. The result of this data 
organization [10] is referred to as OSINF [22], also known 
under the abbreviation OSIF [22]. It forms the basis for 
the subsequent knowledge generation [1,10]. In its 
handbook, NATO adopted the following definition [22]:

“OSIF is comprised of data that can be put 
together, generally by an editorial process that 
provides some filtering and validation as well 
as presentation management. OSIF is generic 
information that is usually widely disseminated. 
Newspapers, books, broadcast, and general 
daily reports are part of the OSIF world.”

OSINF must therefore be clearly distinguished from OSD 
[1,19,38], although the use of the terms in the literature 
is not entirely clear-cut [22,34,38]. In addition, 
the definition of OSINF raises the legal question of 
whether publicly obtained information should also 
be considered as classified information from a certain 
point onwards [23,38,18].
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6 Intelligence and Intelligence  
Gathering Disciplines

The information obtained from the public data [10] 
is still of limited informative value in itself. It relates 
to the past and can at best portray the present [44]. 
Only through targeted analysis substantiated findings 
about the future can be derived from it [45,46], which 
then serves as a basis for decision-making [47,48]. 
The action-relevant knowledge extracted in this 
respect [19,34,49] is referred to as intelligence [48,1]. 
Intelligence therefore always consists of information, 
but not all information represents intelligence [50].

In addition to OSINT, the relevant literature distinguishes 
between five other disciplines that are concerned 
with generating intelligence from raw data [34]. 
These are also commonly referred to as intelligence 
gathering disciplines [19,38]. The first of these is 
“Human Intelligence” (HUMINT). HUMINT describes 
the acquisition of information by humans from human 
sources in verbal or non-verbal form [18,38]. The second 
discipline to be listed is “Geospatial Intelligence” 
(GEOINT). GEOINT refers to the static or time-based 
analysis of image materials and geodata [18,38]. The 
third discipline corresponds to “Measurement and 
Signature Intelligence” (MASINT). MASINT refers to 

the quantitative and qualitative analysis of physical 
properties of target objects and events/phenomena 
[38,34]. The fourth discipline is “Signals Intelligence” 
(SIGINT). This refers to knowledge gained from the 
evaluation of (foreign) communication systems and 
non-communication-related transmitters [51,38]. 
The fifth discipline refers to “Technical Intelligence” 
(TECHINT). TECHINT is understood as the analysis of 
foreign material/equipment, such as weapon systems, 
and (related) scientific information and research 
findings, e.g. engineering techniques [38,31]. 

The disciplines are thus primarily differentiated 
according to the specific data sources on which they are 
based [23,3]. However, in addition to the intelligence 
agencies, many of these have also become accessible 
to the public in the course of technological progress 
[52,16,3,23]. The resulting increasing overlap with 
OSINT, which is defined only in terms of source 
accessibility, has provoked numerous controversies. 
Two concise basic sentiments can be identified in 
the literature in this regard. The first considers OSINT 
to be an incoherent concept that stands above and 
against the clearly classifiable “traditional” intelligence 
gathering disciplines [3]. The publicly available sources 
should therefore be subordinated to their traditional 
domains [53,3]. The second view, attributable to NATO 

Fig.3: All-source Analysis-temple
Source: Own illustration, design based on NATO [22]
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as well as the US intelligence services and the military, 
regards OSINT as a necessary complement to the other 
disciplines [30,23,22]. OSINT is therefore not to be 
considered as a substitute, as it essentially complements 
the other disciplines providing a basis and first anchor 
point [52,31,22]. It thus provides the necessary context 
in a cost-efficient manner [50,22] and closes (initial) 
knowledge gaps in order to use the “more aggressive” 
[18] classified gathering disciplines more effectively 
[30,22]. This refers to a so-called “All-source Analysis” 
approach [38]. According to this approach, a more 
qualitative intelligence product can be generated 
through the interaction and mutual verification [41,38] 
of several intelligence gathering disciplines [34,22,38]. 
In this context, NATO [22] presents OSINT as the foundation 
on which the classified intelligence disciplines rest, 
similar to the supporting pillars of a temple (see Fig. 3). 

7 Phases of OSINT according to the 
Intelligence Cycle 

The generation process of an intelligence product in the 
form of temporally and content-relevant findings for 
decision-making [38] is also synonymously referred to 
as the Intelligence Cycle [21,54]. It represents the central 

element of every intelligence discipline, regardless of 
the underlying sources or their accessibility [46,19]. The 
depiction of the process as a dynamic, continuous cycle 
[34] originates from the CIA’s “Factbook” published 
in 1987 [54]. The latter defines the process to date 
[55] as consisting of five successive phases: planning 
and direction, collection, processing, production and 
analysis, and dissemination [54]. The inevitable link 
between the individual phases is that the result of the 
preceding phase serves as input for the subsequent 
phase [38,56]. In addition, the product of one cycle 
in turn serves as a starting point for refinement in the 
next [19,36]. Even within the cycle, the individual 
phases are not linear, but continuously iterated based 
on the fulfillment of previous requirements and new 
demands [37].  Accordingly, the JCS supplemented 
the Intelligence Cycle in 2013 with an evaluation and 
feedback process that is subject to all phases [38] (see 
Fig. 4). Nowadays, numerous other variations can be 
found in the literature [46,41]. The representation 
ranges from one-dimensional linear forms (cf. e.g.: 
50,57) to complex network approaches (cf. e.g.: 58,59). 
The Intelligence Cycle should therefore be seen less 
as a guideline and more as an informal coordination 
element that follows a sometimes very intuitive [48] 
interpretation [12]. Consequently, it should be noted 

Evaluation and feedback

Processing  
and exploitation

CollectionAnalysis and
production

Dissemination 
and integration

Planning 
and direction

Evaluation and feedback
Fig.4: Intelligence Cycle
Source: Based on the JCS [38]
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that there is not just one “right” Intelligence Cycle [46] 
and therefore not just one certified way to generate 
intelligence [48]

The planning and direction phase lays the foundation 
for the Intelligence Cycle [34]. It combines the 
identification, definition, and prioritization of the 
requirements for the cycle or the intelligence product. It 
is also responsible for developing the activities required 
to achieve these requirements [31]. The phase is 
therefore responsible for controlling the entire process 
[54]. The collection phase refers to the collection of 
raw data [54]. However, the extent to which data 
should be collected cannot be clearly answered and 
depends not only on the available resources and 
budgets, as not every bit has the same information 
content [50]. The core of this phase therefore consists 
of the iterative repetition of searches [22] in order to 
make the research more precise with each run [13]. 
The raw data collected is usually still of an invalidated, 
unstructured nature and often contains duplicates [46]. 
The processing and exploitation phase is therefore 
concerned with condensing these data volumes into 
valuable and action-relevant information for further 
processing [34,13,38]. Analysis and production refers 
to the synthesis of the information obtained into a 
user-oriented, timely and accurate intelligence product 

[31,34,12]. The underlying analysis process itself can 
differ significantly depending on the nature of the 
information or data type as well as the requirements 
and may demand a mix of methods [51,45,17]. The 
final phase, dissemination and integration, consists 
of handing over the finished product to the customer 
in a usable form [54,17,31]. There are no limits to the 
design of the product. However, it should be taken into 
account that the time requirements are met and that 
the transmission is reduced to the relevant content 
[31], while at the same time ensuring its completeness 
[50]. Evaluation and feedback should not be viewed as 
individual phases within the cycle but should take place 
continuously throughout the entire process. The aim is to 
achieve progressive optimization [34,22,38]. Systematic 
communication within and across the individual steps is 
the most important instrument in this regard [50]. 

For an in-depth insight into holistic training 
approaches and methods for operating successfully 
in this discipline, read our second paper in this series. 
Publication date: 01.07.2024.
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